Software Exploit Prevention and Remediation via Software Memory Protection
Threat Model A program contains memory access vulnerabilities (not all memory operations are guaranteed to stay within proper bounds) An attacker can provide malicious input causing a memory overwriting error which compromises the program 
The Research Problem Protect a running program from memory overwriting exploits, with these requirements:
-Only a program executable is available (no source code) -Provide a general defense, not targeting a subclass of memory overwriting attacks -Provide recovery and repair of vulnerable programs -Low enough overhead to be usable in real computing environments Prior work relaxed one or more of these requirements 
